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Abstract
In this research, the interaction between electroencephalogram (EEG) and, a cardiac parameter, photoplethysmogram (PPG), 
using connectivity measures to emphasize the importance of autonomic nervous system over the central nervous system 
during a deception is investigated. In this survey, connectivity analysis was applied, since it can provide information flow 
of brain regions; moreover, lying and truth appear to be cohered with the flow of information in the brain. Initially, a new 
wavelet-based approach for EEG/PPG effective connectivity fusion was introduced; then, it was validated for 41 subjects. 
For each subject, after extracting specific wavelet component of EEG and PPG signals, an effective connectivity network 
was generated by a generalized partial direct coherence and a direct directed transfer function. The results showed that grand 
average connectivity patterns were different in some regions for guilty and innocent subjects. The classification results dem-
onstrated that lying could be discriminated from truth with the average accuracy of 84.14% by the leave-one-subject-out 
method. The present results contribute new information about coupling between EEG and PPG signals.

Keywords Electroencephalogram · Deception detection photoplethysmogram · Effective connectivity · Wavelet · 
Classification

1 Introduction

Over the past two decades, lie detection methods such as 
classic polygraph [1–3], thermal imaging [4, 5] and EEG 
[6–8] have been vigorously developed. In contrast to the 
polygraph that measures deception’s physiological signs 
and might be confrontable, EEG directly measures deceptive 
activities from its source and can be less confrontable. Also, 
thermal imaging is an expensive non-contact technology, 
which requires complicated calibration despite its advan-
tages. Therefore, the use of less cost and more accessible 
EEG recording systems was preferred for our research. In this 

study, we also used an interview protocol to identify subjects. 
By definition, interview is a conversation in which questions 
are asked to elicit concealed information. So, participants 
were interviewed, answering truthfully or deceptively about 
their identities at two sessions. The advantages of this proto-
col were to be more facilitated designs and closer to reality as 
compared to any other specific protocols used in neurocogni-
tive studies of deception such as GKT1/CIT2 [9].

To analyze our data, we used effective connectivity, which 
can show dynamic information flow of brain regions and 
effects of brain regions on each other. Effective/functional 
connectivity analysis has been widely used in brain analysis of 
deception [10–13]; hence, it was expected to provide valuable 
information about deception. In an under-review paper [14], 
we worked on functional, effective connectivity analysis of 
brain regions, but in this research, we investigated the interac-
tion between EEG and PPG using connectivity measures to 
emphasize the importance of autonomic nervous system and 
their effectiveness of central nervous system during deception.

In some connectivity researches, several methods have 
been presented on fusion analysis of EEG with HRV (heart 
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rate variability) or behavior signals for different tasks. Antony 
et al. [15] presented a new method linking neural connectivity 
to behavioral fluctuations, “behavior-regressed connectivity.” 
They aimed to understand dynamic connectivity of EEG and 
transient behavior. They considered behavior measures such 
as response time as a time series and linked them to the associ-
ated time series of brain connectivity with regression to track 
behavioral fluctuations. Also, the association between heart 
rate variability and fluctuations in resting-state functional con-
nectivity was investigated by Chang et al. [16]. In addition, 
dynamic interactions between the spectral power bands of 
sleep EEG and the HF or LF bands of HRV in healthy young 
men with coherence were investigated by Jurysta et al. [17]. 
Correlations between heart rate coherence and EEG variables 
at baseline and during meditation were also investigated in 
[18]. We can also mention time-variant coherence analysis 
between HRV and the channel-related envelopes of adaptively 
selected EEG components was applied as an indicator for the 
occurrence of couplings between the central autonomic net-
work (CAN) and the epileptic network before, during and 
after epileptic seizures in [19].

In order to summarize these articles, we group them 
in Table 1. As seen, EEG connectivity coupling studies 
were mostly related to sleep, seizure, rest or meditation 
researches, and no article has not been presenting a method 
of integrating EEG and PPG using connectivity in deception 
detection.

The initial idea came from Antony’s suggestion [15], dem-
onstrating that behavioral metric could be replaced with a 
physiological measure such as heart rate or blink rate. Since 
coupling studies can analyze interactions between two phe-
nomena, this study is sought to a better understanding of 
the physiological mechanisms underlying the interactions 
between brain dynamic activity and a cardiac parameter dur-
ing deception. Since no article has been presenting in EEG/
PPG connectivity fusion for deception detection so far, it can 
be a good foundation for future studies. We begin by present-
ing our experiment, data recording and preprocessing. In sec-
tion III, we present details of processing of recorded signals. 
Finally, we present the results in section IV.

2  Method

2.1  Participants

A total of 41 healthy male subjects ranging between the 
age of 20–34 years [mean age ± standard deviation (SD): 
23.7 ± 1.72 years] with no history of neurological or psy-
chiatric disease participated voluntarily in the experiment. 
All of volunteers were students or graduated of at minimum 
bachelor degree. The participants were paid a reward for 
the participation. After a complete description of the study 
provided to the participants, written informed consent was 
obtained. Data were collected in National Brain Mapping 
Laboratory (NBML) of Iran. This study was approved by the 
Ethical Committee of the Iran University of Medical Science 
(number: IR.IUMS.REC.1396.930140180).

2.2  Instruments

EEG signals were recorded using a 32-channel Electrocap 
according to the 10–20 international system. All active elec-
trodes were referenced to linked ear lobes, with a ground 
electrode placed on AFZ. Electrode impedance was main-
tained at below 5 kΩ. Data recording was performed using 
a g.tec amplifier with 32 channels and g. Recorder software 
(g.tec, version 2016, Austria). The EEG data were digitized 
at 512 Hz. To monitor autonomic nervous system (ANS) 
activity simultaneously by the EEG data, a photoplethysmo-
graphic sensor was attached over the index finger of the right 
hand by means of a flexible Velcro strap. Although newer 
technologies have been introduced in this field [20–22], this 
photoelectric pulse sensor provides a clear analog pulse 
wave signal, which is typically used in lie detection studies 
[23]. A piezo-electric snoring sensor was also placed on the 
neck in order to record the voice synchronously; also, to 
check the process and monitor the movements of subjects, 
interview was recorded by a webcam.

Table 1  Review articles on 
fusion signals for different tasks

In type 1 articles, connectivity of EEG was correlated or regressed with another parameter as behavior or 
HRV, but in type 2 articles, coherence or regression of EEG was computed with a different parameter. In 
fact, in type 2 articles, they extracted parameters from EEG or HRV, and then, they computed connectivity 
between them

Article ref 
number

Signals Integration method Task

Type 1 [15] Effective connectivity of EEG, behavior Regression Game
[16] Functional connectivity of EEG, HRV Correlation Resting state

Type 2 [17] FFT of EEG, HRV Coherence Sleep
[18] Heart coherence, EEG Regression Meditation
[19] IMF of EEG, HRV Coherence Seizure
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2.3  Experimental design and procedures

In the first stage, a biography and entertainment form (in Per-
sian language) were filled in. Next, participants in the inter-
view procedure were instructed. We used a deception scenario 
introduced by Rajoub [4] since it was closer to the reality.

The test was conducted by two sessions; a “true” and 
a “lie” session. During the true session, participants were 
required to give accurate, honest responses to all ques-
tions about autobiography. During the lie session, the par-
ticipants were required to give predetermined responses to 
all questions; in fact, the facilitator set a fake profile with 
participants and allowed them 10 min to practice it before 
the interview. The participants were told that they are being 
to be tested on interviewing skills and that the skill under 
examination is deception as part of human communications. 
The facilitator explained to the participants how the exami-
nation will be conducted, and they will be rewarded if they 
are able to convince the examiner of being honest.

Sequence of sessions (i.e., which role plays first) had been 
arranged randomly for each subject (21 subjects picked lie 
for the first session and 20 subjects picked truth). In one 
session, the questions were asked from the candidate’s own 
profile. In the other, the candidates were asked to study the 
fake profile. After attaching electrodes and once the subject 
was ready to examine, the interviewer asked the participant 
four baseline questions which were answered truthfully to 
remove the test entrance stress. The interviewer was a psy-
chiatrist and was ignorant of subject’s role in any session 
(i.e., we had a blind study). Each session consisted of fifteen 
main questions including three types of neutral, lie/truth and 
descriptive lie/truth questions. To describe more and off-
hand, the interviewer asked some new questions which did 
not exist in the character profile, e.g., “describe the place 
where your parents were born.” Two sessions were separated 
by a 5-min break. At the end of the interview, the facilitator 
verified by the participants completed the task successfully.

Examples of the main questions used in our experiment 
are as the followings:

1. How old are you?
2. What is your occupation?
3. Where were you born?
4. What are your hobbies?

Names and surnames of the participants were actual in 
both sessions and did not change. The interviewer asked this 
item as a neutral question for both sessions.

2.4  Data preprocessing

The EEG data were processed using EEGLAB functions 
(version 14.1.1; Delorme & Makeig, 2004) running on 

MATLAB 2013a. The raw EEG signals were first high-
pass-filtered above 1 Hz and were filtered later with Clean-
Line plugin to remove line noise; then, Artifact Subspace 
Reconstruction (ASR) plugin originally developed by 
Kothe [24] was used to remove noisy signals automati-
cally. This algorithm removes non-stationary high variance 
signals from EEG and reconstructs the missing data using 
a spatial mixing matrix.

Later, removed channels were interpolated through chan-
nels around it. The preprocessed EEG data were re-refer-
enced to common average and then decomposed using the 
independent component analysis (ICA). After using this 
algorithm, eye blinks and muscles artifact were identified 
by brain-related independent components (ICs) and manu-
ally removed based on their spectra, scalp maps and time 
courses. Later, the equivalent dipole source localization of 
these ICs was computed using DIPFIT plugin in EEGLAB. 
Template 10–20 scalp electrode positions were co-registered 
in a standard_BESA template brain, using nonlinear warping. 
A four-shell boundary element method head model based on 
BESA brain template was used to find the best-fitting equiva-
lent current dipole for each IC. After autofitting dipoles and 
plotting them, bad components were removed manually again 
if necessary. Due to the lack of enough data to fit a model for 
analyzing source information flow dynamics, we divided the 
head to nine regions, and then, the average of some channels 
was assigned to one region. Regions which are considered 
for analysis are shown in Fig. 1. The location of numbered 
regions is approximate in the following figure.

The PPG signals were prepared for the next step using 
a band-pass filter with 0.0035–0.18 Hz, detrending and 
normalization.

2.5  EEG/PPG connectivity fusion analysis

The block diagram of analysis is shown in Fig. 2. We present 
a new method using wavelet technique for EEG/PPG fusion 
through connectivity analysis in low-frequency bands in this 

Fig. 1  Regions were considered for analysis: The average of channels 
of each region was considered as one numbered region
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part. Since dynamic of two signals is different, here is how 
we have solved this problem. After preprocessing input sig-
nals, we apply Daubechies 2 wavelet on them. As seen in 
Figs. 3 and 4, we finally extract upper envelope of 10-Hz 
wavelet component of EEG and 1-Hz wavelet component 
of PPG, respectively. This is our idea for EEG/PPG fusion 
through connectivity analysis, and in this way, we could 
take down the low-frequency components of the signal by 
wavelet and could equalize dynamic of two different signals 
approximately.

For an EEG sample with a 1000-s window, 10-Hz wavelet 
component of EEG and upper envelope of the wavelet com-
ponent are shown in Fig. 3; thus, the signal rate was reduced 
and fitted for fusion with PPG.

A PPG signal sample and 1-Hz wavelet component of 
PPG are given in Fig. 4.

SIFT data-processing pipeline (an open-source MAT-
LAB toolbox for analysis and visualization of multivariate 
information flow) was used in the connectivity analysis part. 
In this step, a multivariate autoregressive (MVAR) model 
should be fit to the data. A number of algorithms have been 
proposed to fit VAR models to non-stationary series. For our 
data, ARfit was chosen.

After fitting the model, two types of connectivities, direct 
directed transfer function (dDTF) and generalized partial direct 
coherence (gPDC) between ten achieved channels (nine brain 
channels and one PPG channel) were computed for each ses-
sion of the subject (true/lie). Later, the results were compared 

against shuffled surrogate data using a permutation test (100 
iterations) and were corrected for multiple comparisons using 
a false discovery rate (FDR) correction.

2.6  Feature extraction

Deep learning approaches such as convolutional neural net-
works cannot be used because of insufficient data available, 
so we used handcrafted extracted features mentioned below.

The size of our connectivity matrices for each subject was 
10 * 10 * 255 * 78 (channel * channel * frequency * number of 
time windows). We considered ten channels to compute con-
nectivity, nine regions of EEG and one channel of PPG. The 
features were extracted based on values of connectivities from 
one channel to another and also from outflow (sum connec-
tivity strengths over outgoing edges) and inflow (sum con-
nectivity strengths over incoming edges) of each channel in 
each method (dDTF, gPDC). There were two types of analysis 
based on two feature sets we proposed. For both feature sets, 
we took the values of connectivity in the average of 1–4-Hz 

Fig. 2  Block diagram of connectivity analysis; after applying Daube-
chies 2 wavelet on preprocessed signals, related components were 
extracted for connectivity analysis

Fig. 3  Raw EEG signal, wavelet component of signal and upper enve-
lope of 10-Hz wavelet component of same EEG are shown from top 
to down, respectively

Fig. 4  A PPG sample recorded signal with a sampling rate of 512 Hz 
is given. As seen in the figure below, 1-Hz wavelet component of 
PPG sample-extracted signal variations is also well observed
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Table 2  Confusion matrix for average of LOO with significant temporal feature set

Confusion matrix Actual condition

Positive Negative

Predicted condition Positive TP = 41 FP = 0 Precision = 100% FDR = 0%
Negative FN = 13 TN = 28 FOR = 31.70% NPV = 68.29%

Sensitivity = 75.92% FPR = 0% F1-score = 86.31%
Accuracy = 84.14%

FNR = 24.07% Specificity = 100%

extracted significant features using feature selection (t test at the 
p < 0.05 level) and the accuracy was 65.85%. The accuracy of 
the leave-one-subject-out (LOO) average for second feature set 
was 59.75%/84.14% before/after feature selection, respectively. 
The accuracy of combining two feature sets was 62.19%/75.60% 
before/after feature selection, respectively. As seen in Fig. 5, the 
accuracy of classifier with the temporal feature set was more 
than the time-average feature set. Also, the accuracy after feature 
selection was more than before doing that. By combining two 
feature sets, the accuracy did not improve. Confusion matrix for 
temporal feature set after feature selection is shown in Table 2.

3.2  Representation of connectivity

Average effective connectivity values of 41 guilty/innocent 
subjects between nine brain regions by gPDC methods are 
shown in Tables 3 and 4, respectively, and four of the high-
est values of connectivities are highlighted for drawing a 
representation; because of the high numbers of links in the 
tables, they have refused to draw all of them and have sum-
marized them as representation figures. We ignore the four 
most values of tables as a pattern for comparing two groups.

A representation of effective connectivity between nine 
brain regions for average 1–4 Hz for guilty (A) and innocent 
subjects (B) for gPDC/dDTF methods is shown in Figs. 6 and 
7, respectively. As seen effective connectivity pattern of lying 
has become different only in one region from that of truth-
telling. Region 7 (Pz) and its connection with region 3 are 
merely seen in the guilty group. The activity of this region 
during deception was also seen in our under-review paper 
[14]. In addition to being higher values of connectivities in 
the guilty group than in the innocent group as seen in Fig. 6, 
we have some distinct links, 7–3 and 2–3 in guilties and 1–3 
and 3–2 in innocents. According to dDTF method, in addition 
to being higher values of connectivities in the guilty group 
than in the innocent group, we have two distinct links, 7–3 in 
guilties and 3–1 in innocents (see Fig. 7). The activity of the 
frontal lobe in both groups indicates mental involvement and 
decision making, which is more likely to be seen in the guilty 
group, and according to many articles, the role of the frontal 
lobe in reasoning and decision making has been confirmed 
[25, 26].

Fig. 5  Accuracy of classifier with temporal, time average and com-
bined feature set before and after feature selection

frequency range for EEG as its envelope of 10-Hz wavelet 
was near this frequency range, and we had taken the values of 
connectivity in 1 Hz for PPG.

For the first feature set, called time-average features, we 
had 10*9 connectivity (except main diagonal) values in the 
average of 78 available time windows, and for outflow and 
inflow of each channel, we had 10 + 10 values. Overall for the 
first feature set, we owned 220 features for both methods as the 
input of classifier. For the second feature set, called temporal 
features, we had 10 * 9 * 78 connectivity (except main diago-
nal) values along time windows. We did not consider outflow/
inflow along time, i.e., we had 10 + 10 values for outflow and 
inflow. Overall for the second feature set, we had 14,080 fea-
tures for both methods as the input of classifier.

3  Results

3.1  Classification results

After normalizing the features, reducing dimension by prin-
cipal component analysis (PCA) and ranking the top N/4 (N 
is number of all features), a linear discriminant analysis was 
employed to solve the classification problem. The accuracy 
for the average of leave-one-subject-out (LOO) using the first 
feature set was 64.63%. Afterward, to improve the results, we 
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Table 3  Average effective 
connectivity (gPDC method) 
values of 41 guilty subjects 
between nine brain regions and 
PPG, four of the highest values 
of connectivities are highlighted 
as shown in Fig. 6

Guilty group

GPDC Reg1 Reg2 Reg3 Reg4 Reg5 Reg6 Reg7 Reg8 Reg9 PPG

Reg1 0.8794 0.1217 0.1245 0.1192 0.1211 0.1193 0.1201 0.1205 0.1229 0.0690
Reg2 0.1259 0.8805 0.1214 0.1181 0.1195 0.1165 0.1205 0.1186 0.1209 0.0694
Reg3 0.1212 0.1268 0.8790 0.1171 0.1178 0.1170 0.1257 0.1217 0.1235 0.0701
Reg4 0.1176 0.1156 0.1199 0.8837 0.1207 0.1191 0.1198 0.1209 0.1186 0.0693
Reg5 0.1199 0.1167 0.1182 0.1201 0.8817 0.1203 0.1183 0.1175 0.1184 0.0685
Reg6 0.1198 0.1187 0.1203 0.1225 0.1214 0.8851 0.1187 0.1184 0.1185 0.0687
Reg7 0.1195 0.1198 0.1224 0.1163 0.1187 0.1169 0.8802 0.1194 0.1181 0.0696
Reg8 0.1182 0.1177 0.1206 0.1214 0.1196 0.1187 0.1217 0.8816 0.1214 0.0675
Reg9 0.1210 0.1232 0.1223 0.1176 0.1195 0.1164 0.1173 0.1200 0.8820 0.0682
PPG 0.1200 0.1186 0.1195 0.1185 0.1202 0.1206 0.1194 0.1191 0.1168 0.9617

Table 4  Average effective 
connectivity (gPDC method) 
values of 41 innocent subjects 
between nine brain regions and 
PPG; four of the highest values 
of connectivities are highlighted 
as shown in Fig. 6

Innocent group

GPDC Reg1 Reg2 Reg3 Reg4 Reg5 Reg6 Reg7 Reg8 Reg9 PPG

Reg1 0.9127 0.1037 0.1108 0.1017 0.1033 0.1033 0.1027 0.1025 0.1050 0.0552
Reg2 0.1065 0.9154 0.1089 0.1001 0.1034 0.1013 0.1068 0.0995 0.1044 0.0543
Reg3 0.1088 0.1025 0.9112 0.1027 0.1051 0.1005 0.1052 0.0127 0.1065 0.0538
Reg4 0.1031 0.1018 0.1048 0.9168 0.1038 0.1035 0.0141 0.1044 0.1047 0.0563
Reg5 0.1025 0.1027 0.1043 0.1023 0.9129 0.1027 0.1034 0.1017 0.1012 0.0570
Reg6 0.1023 0.0985 0.1026 0.1035 0.1039 0.9160 0.1036 0.1004 0.1059 0.0536
Reg7 0.1007 0.1035 0.1037 0.0992 0.1058 0. 1012 0.9118 0.1056 0.1036 0.0558
Reg8 0.1025 0.1003 0.1027 0.0998 0.1021 0.1002 0.1028 0.9150 0.1037 0.0548
Reg9 0.1019 0.1040 0.1046 0.1018 0.1001 0.1026 0.1033 0.1028 0.9121 0.0556
PPG 0.1065 0.1041 0.1036 0.1055 0.1078 0.1052 0.1045 0.1033 0.1052 0.9777

The main purpose of this research is to examine EEG/
PPG fusion, so we will continue to discuss it. Representa-
tions of effective connectivity between nine brain regions 
(average of 1–4 Hz) and PPG (1 Hz) for guilty (A) and inno-
cent subjects (B) for gPDC/dDTF methods are shown in 
Figs. 8 and 9, respectively. Three of the highest values of 
connectivities between EEG regions and PPG are bolded 
in Tables 3 and 4 as shown in Fig. 8. GPDC results show 

that the distinct link is 6 and 4 to PPG for guilty/innocent 
groups, respectively (see Fig. 8). A dDTF representation 
show links 7 and 6 to PPG are more active than the others 
in the guilty group and links 4 and 5 to PPG are more active 
than the others in the innocent. Therefore, analysis of gPDC 
and dDTF supports each other, i.e., both showed activity of 
regions 6 and 4 in lie/truth sessions, respectively. Thus, for 
both groups, connectivity values of frontal and central lobes 

Fig. 6  A representation of effec-
tive connectivity between nine 
brain regions (gPDC method) 
for average of 1–4 Hz. a The 
average guilty subjects. b The 
average innocent subjects
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Fig. 7  A representation of effec-
tive connectivity between nine 
brain regions (dDTF method) 
for average of 1–4 Hz. a The 
average guilty subjects. b The 
average innocent subjects

Fig. 8  A representation of 
effective connectivity between 
PPG and nine brain regions 
(GPDC method). a The average 
guilty subjects. b The average 
innocent subjects

Fig. 9  A representation of 
effective connectivity between 
PPG and nine brain regions 
(dDTF method). a The average 
guilty subjects. b The average 
innocent subjects

with PPG in the guilty group are stronger than innocents. 
Previous fMRI studies [27, 28] showed that the increased 
activity in frontal, temporal, limbic lobes and prefrontal cor-
tex could be differentiated lying from truth sessions which 
our results confirm this.

4  Discussion and conclusions

The present study aims to explore lying about identities by 
using signal processing methods. It must be stressed that 
one of the most important purposes of identification is to 
distinguish the real identities from those of the fake ones. 
One of the novelties of this paper lies in using an interview-
based scenario during EEG recording. The advantages of 

this protocol were to be more facilitated and closer to the 
reality compared to any other specific protocols used in 
neurocognitive studies of deception such as GKT.

One of our main goals of this research is coupling stud-
ies to analyze interactions between two phenomena, so this 
study is sought to a better understanding of the physiologi-
cal mechanisms underlying the interactions between brain 
signals and a cardiac parameter during deception. To analyze 
our data, we used effective connectivity which can show 
dynamic information flow of brain regions and effects of 
brain regions on each other. Since the two heart and brain 
signals dynamic are different, the current study presents a 
new method using wavelet technique for EEG/PPG fusion 
through connectivity analysis in low-frequency bands which 
may shed new light on integrating EEG and PPG signals 
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connectivity. As seen in model analysis’s section, grand 
average models of effective connectivity with PPG by gPDC 
and dDTF methods for average 1–4 Hz of EEG and 1 Hz of 
PPG were obtained and different models would be achieved 
for guilties and innocents. High classification accuracies 
were obtained to test data, strongly supporting the view that 
is reasonable and feasible to utilize this method in EEG to 
detect deceptive responses and hence to distinguish guilty 
from innocent subjects. Our findings showed a significant 
improvement in accuracies after selecting significant tempo-
ral features. By combining two groups of features, accuracy 
did not improve. Also based on results, values of connectivi-
ties in the guilty group were more than innocents, and this 
is a good parameter to distinguish the two groups. In future 
works, analysis of connectivity in different frequency ranges 
can achieve more information about the process of lying.
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