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EDR Systems

• EDR systems are cybersecurity tools designed for continuous monitoring of 
endpoints. 
• They detect, investigate, and respond to security threats across 

workstations, servers, and mobile devices. 
• They collect extensive data from endpoints, including process activities, 

network connections, and file changes. 
• Data analysis involves behavioral analysis, machine learning, and integration 

of threat intelligence. 
• Aimed at early detection of potential security incidents and anomalies.
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P-EDR

• P-EDR as a next-generation system for APT attack defense by using a 
provenance graph for modeling dependencies between system activities. 
• Superiority over conventional EDR systems in detection accuracy and 

interpretability. 
• Rapid growth of P-EDR research and industry adoption noted in recent 

years. 
• Study objectives: Assessing effectiveness and limitations of P-EDR systems. 
• The paper's study includes interviews, questionnaires, literature surveys, 

and measurement studies to evaluate P-EDR systems.
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Research Questions

• RQ1: How does the industry compare the effectiveness of P-EDR and 
conventional EDR? 
• RQ2: What are the bottlenecks for the industry to adopt EDR Systems? 
• RQ3: How well can existing P-EDR systems proposed in academia meet the 

expectations of the industry?
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Methodology of Industrial Viewpoint Study on P-EDR

• One-to-one interviews with technical managers from top IT companies. 
• Online questionnaire for feedback from a broader scope of security 

engineers. 
• Literature survey of recent publications on P-EDR systems. 
• Focus on evaluating effectiveness, limitations, and decision factors for P-EDR 

adoption.
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Overview
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Overview of P-EDR systems 
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One-to-one interview

• 5 EDR vendors from top-tier endpoint security companies 
• 5 consumers of EDR systems from diverse kinds of organizations 
• participants are experienced in security: on average, 10.5 years of 

experience
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Interview Feedback

10[Dong]



Fall 1403 CE 815 - Secure Software Systems

Seven key factors

• Average number of nodes of 
provenance graphs of alarms as the 
metric for the interpretation cost. 

• Preferred to use the average number 
of alarms per monitored host per 
day to evaluate the performance 
rather than using precision
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Interview results for key decision factors
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Online questionnaire (37 responses)

• Design the questionnaire based on the results from the interview 
• Four must-meet factors: Memory, Client-Side Overhead, Interpretation, and 

Triage. 
• Divide the reference range obtained in the interviews into five equal-sized
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Literature Survey

• Selected 20 papers on P-EDR systems 2017-2022  
• Rule-based approaches 
• Anomaly-based approaches 
• Investigation approaches 
• Look into whether they have been evaluated against the decision factors
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Summarization of Literature Survey
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Summarization of Literature Survey

• Alarm Triage: None of the papers provide evaluation. Thus, even though 
they can achieve high accuracy the triage costs are usually not acceptable in 
practice. 
• Rule-based systems, can generate smaller provenance graphs for alarms 

than anomaly-based systems 
• Memory: reported values are much higher than the reference values (< 

20MB/host) 
• Only a small set of papers provide evaluations for part of the four factors & 

fail to satisfy the reference values
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Summarization of Literature Survey

• None of the existing provenance collectors can satisfy the reference value of 
runtime overhead (< 3%).
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Data Collecter Measurement Study

• Three most widely used industrial open-source collectors,  
• Sysdig, LTTng, and Auditd,  
• Seven representative applications used in the surveyed papers 
• I/O-intensive applications :Nginx, Redis, Postmark, Django ,http 
• CPU-intensive applications : OpenSSL,7-ZIP. 

18[Dong]



Fall 1403 CE 815 - Secure Software Systems

Client-Side Measurement Study
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Client-Side Measurement Study

• Memory consumption of provenance data collectors 
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Server-Side Measurement Study

• Evaluated ProvDetector, UNICORN , and HOLMES use five datasets : 
• DARPA-Cadets, DARPA-Theia, and DARPA-Trace 
• Production dataset: real auditing data collected from a security company 
• Simulation dataset: is an in-lab dataset created for attack simulation
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Holmes
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Introduction to MITRE
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Holmes
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Unicorn

1. Takes as input a labeled, 
streaming provenance 
graph 

2. Builds at runtime an in-
memory graph histogram 

3. Computes a fixed-size 
graph sketch periodically 

4. Clusters sketches into a 
system model
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ProveDetector

• Uses path instead of node to find anomaly
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Server-Side Measurement Study

• Memory consumption results 
• HOLMES and ProvDetector was positively correlated with the data volume 

both exceeded the reference value (<20MB/host) 
• For UNICORN, stable memory consumption -> Parallel Sliding Windows it 

exceeded the reference value by 11.9 times. 
• Therefore, none of these systems meet the requirement for the Memory
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Server-Side Measurement Study

• Interpretation: 
• ProvDetecor satisfy the reference value (< 50 nodes) 
• HOLMES generates alarms within ten times larger than the reference value. 
• UNICORN generates too coarse-grained provenance graphs -> is not 

practical in industry.
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Server-Side Measurement Study

• Alarm Triage 
• UNICORN can roughly satisfy the reference value (<0.1 alarms/host/day). 
• HOLMES and ProvDetector will need to improve their precision 

significantly.
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FINDINGS OF STUDY

• RQ1: How does the industry compare the effectiveness of P-EDR and 
conventional EDR? 

• The industry acknowledges that P-EDR systems are superior to conventional 
EDR systems due to better interpretability. Experienced security analysts can 
easily understand basic provenance graphs that consist of low-level system 
audit events, and companies have designed training sessions in provenance 
analysis for training novice analysts. 
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FINDINGS OF STUDY

• RQ2: What are the bottlenecks for the industry to adopt EDR Systems? 

• The operating cost, which consists of the four-must factors: Memory, Client-
Side Overhead, Interpretation, and Alarm Triage, is the primary bottleneck 
for the industry to adopt an EDR/P-EDR system. 
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FINDINGS OF STUDY

• RQ3: How well can existing P-EDR systems proposed in academia meet the 
expectations of the industry? 

• There exist three important gaps (overlooking client-side over-head, the 
imbalance between alarm triage cost and interpretation cost, and excessive 
server-side memory consumption) between the academic research and the 
industry expectations. 
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