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What is Phishing?

• "Phishing attacks use both social engineering and technical subterfuge to 
steal consumers' personal identity data and financial account credentials”
 
      Anti-phishing Working Group

[Pejović] 2
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What is Phishing?

• Social engineering aspect:
• Sending “spoofed” e-mails
• Building confidence between a phisher and a victim

• Technical aspect:
• Spyware
• Pharming - DNS poisoning

[Pejović] 3
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Key Characteristics

• Upsetting or exciting statements – must react immediately 
• Ask for information such as username, passwords, credit card numbers, 

social security numbers, etc. 
• Emails are typically NOT personalized

• “Masked” links

[Pejović] 4
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How Phishing Works

• “Legitimate” emails seem to originate from trusted sources – banks or online 
retailers

• Social engineering tactics convince the reader that their information is needed
• Fear is the #1 tactic
• Solicitation of help

• Links and email look very real
• Account Update
• http://www.ebay.com/myaccount/update.asp

• actually links to http://187.34.123.231

[Guthrie] 5
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How Phishing Works

• Techniques
• Mispelled URLs (http://www.welllsfargo.com/account)
• Spoofing URLs (http://www.google.com@members.tripod.com)
• Javascript
• International Domain Names

[Guthrie] 6
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How Phishing Works

• The Stolen Results
• Voluntary! Remember you gave it to them.
• Login

• Username
• Password

• Update Information
• Social Security Number
• Address
• Bank Account Number
• Credit Card Number

[Guthrie] 7
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Phishing Example

Actually links to
http://212.45.13.185/bank/index.php

[Pejović] 8
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Phishing Example

Another false link!

[Pejović] 9
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Phishing Example

10
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Consequences

• Customers:
• Financial consequences – stolen financial information
• Trust and effective communication can suffer

• Service providers (banks, retailers...)
• Diminishes value of a brand
• Customer loss
• Could affect stakeholders

[Pejović] 11
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Phishing is a Plague on the Internet

• Estimated 3.5 million people have fallen for phishing
• Estimated to cost $1-2.8 billion a year (and growing)
• 9255 unique phishing sites reported in June 2006
• 40621 unique phishing sites reported in August 2009
• 26402 unique phishing sites reported in March 2011
• 44407 unique phishing sites reported in May 2014
• The number of phished brands was 339 in January 2011
• The number of phished brands was 531 in  2014Q2
• Easier (and safer) to phish than rob a bank

12
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Phishing Damage

Courtesy of: The Anti-Phishing Working Group

[Guthrie] 13
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Phishing Targets

Courtesy of: The Anti-Phishing Working Group

[Guthrie] 14
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Phishing Targets

• Users lack computer knowledge
• Elderly

• Users lack security knowledge
• Elderly
• Teens
• New Computer Users
• Infrequent Computer Users

[Guthrie] 19
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Spear Phishing

[Daily Mail] 20
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Spear Phishing

• Targeted at a specific company, government agency, organization, or group
• Phisher gets an e-mail address of an administrator/colleague
• Spoofed e-mail asks employees to log on to a corporate network
• A key-logger application records passwords
• Phisher can access corporate information

[Pejović] 21
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Whaling Attacks

• Phishing attack directed at high profile executives
• From “The Register” 16th April 2008:

• Highly targeted email scam that singled out as many as 20,000 senior 
corporate executives

• Messages masquerade as an official subpoena requiring the recipient to 
appear before a federal grand jury

• The emails correctly address their full name and include their phone 
number and company name

• Recipients who click on a link that offers a more detailed copy of the 
subpoena are taken to a website that informs them they must install a 
browser add-on in order to read the document

• a backdoor is installed and key logging software that steals log-in 
credentials used on websites for banks and other sensitive organizations.

• About 2,000 executives took the bait on the first day
22
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Phishing Techniques

• Phishing through compromised web servers
• Find vulnerable servers 
• Gain access to the server
• Pre-built phishing web sites are up
• Mass emailing tools are downloaded and used to advertise the fake web 

site via spam email 
• Web traffic begins to arrive at the phishing web site and potential victims 

access the malicious content

[Pejović] 23
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Phishing Techniques

• Phishing through port redirection
• Find vulnerable servers 
• Install software that will forward port 80 traffic to a remote server
• Make sure that it is running even after a reboot
• Try not to get detected
• Web traffic begins to arrive at the phishing web site and potential victims 

access the malicious content

[Pejović] 24
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Phishing Techniques

• Combined technique
• If a remote host is lost other will 

continue to phish
• If the central phishing site is lost, 

compromise another and update 
redirections

• Faster configuration setup, 
concurrent adjustments can be 
made

[Pejović] 25
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Phishing Techniques

• Additional approaches
• Register similar sounding DNS domains and setting up fake web sites, e.g. 

www.paypa1.com www.welsfargo.com
• Configure the fake phishing web site to record any input data that the user 

submits silently log them and then forward the user to the real web site

[Pejović] 26
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Phishing Techniques

• Transfer of funds
• International transfers are monitored, find an intermediate person to send 

the money
• “Hello! We finding Europe persons, who can Send/Receive bank wires 

from our sellings, from our European clients. To not pay TAXES from 
international transfers in Russia. We offer 10% percent from amount u 
receive and pay all fees, for sending funds back. Amount from 1000 euro 
per day. All this activity are legal in Europe, Thank you, FINANCIE LTD.”

[Pejović] 27
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Pharming

• Typing URL e.g. www.newegg.com Translates to IP address 216.52.208.185
• DNS – a dictionary with pairs URL - IP 
• What happens if somebody hacks the DNS?

• Instead of 216.52.208.185 , www.newegg.com might take us to  
192.168.10.103

• Usually, a false web page is there  

[Pejović] 28
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Pharming

• How hard is it to perform DNS poisoning?
• Local DNS cache
• Local DNS 
• Wireless routers

[Pejović] 29
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Statistical Highlights for 2nd Quarter 2014
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Countries Hosting Phishing Sites – 2nd 
Quarter 2014  

[APWG]
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Phishing Prevention

• Public Education:
• Do not believe anyone addressing you as a 'Dear Customer' 'Dear business 

partner', etc.
• Do not respond to an e-mail requesting username, password, bank account 

number, etc. 
• Do not click on the link provided in an e-mail message

[Pejović] 32
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