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def get_auth(user):

with open('valuable_data/flag.txt') as content_file:
flag = content_file.read()

data = [user, flag]

json_text = json.dumps(data)

zip = zlib.compress(json_text.encode('ascii'))

backend = default_backend ()

key = os.urandom(32)

iv = os.urandom(16)

cipher = Cipher(algorithms.AES(key), modes.CTR(iv), backend=backend)

encryptor = cipher.encryptor ()

ct = encryptor.update(zip) + encryptor.finalize ()

return base64.b64encode(ct)

def process_req(request):

if request.method == 'GET':
user = request.GET.get("user", '"guest")
resp = JsonResponse ({"message" : "Hello " + user})

resp.set_cookie("flag", get_auth(user))

return resp
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cd ~/ced442-961-student_id/hw3

git status

git add - -all

git commit -m "Finished my third assignment"

git push origin master
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