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git config --global user.name "Your Username"

git config --global user.email "Your Email"
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ssh-keygen -N "" -f ~/.ssh/id_rsa
cat ~/.ssh/id_rsa.pub
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$ cd ~/ced24-961-handouts

$ git pull origin
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https://git-scm.com/book/en/v1/Getting-Started/
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static char shellcodel[] =
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"\x89\xd8\x40\xcd\x80\xe8\xdc\xff\xff\xff/bin/sh";
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http://shell-storm.org/shellcode/
http://askubuntu.com/questions/454253/how-to-run-32-bit-app-in-ubuntu-64-bit
http://www.archlinuxuser.com/2013/01/how-to-run-32bit-application-on.html
http://insecure.org/stf/smashstack.html
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ced40442@SUT:~S checksec --file prog_vulni
STACK CANARY NX RUNPATH FORTIFY Fortified Fortifiable FILE
artial RELRO <] (i] prog_vulni

ce40442@sUT:~$ checksec --file prog_vuln2

RELRO STACK CANARY NX RUNPATH FORTIFY Fortified Fortifiable FILE
Partial RELRO <] 5] prog_vuln2

ced40442@sUT:~$ checksec --file prog_wvuln3
RELRO STACK CANARY NX RUNPATH FORTIFY Fortified Fortifiable FILE
Partial RELRO c] (0] prog_vuln3

s s, 5l Y K

L.,\:S@ >)U 6&\@) &fb)\ .,\.:Sw Jﬁb} J)‘JJ 3929 L;GGJJK})'LM: @A prog_vulnl 64.»[3}.3).3 ®
s rl»,;.\ |, Buffer Overflow (galo>

0903 ©lgmes B3 gl oo Cel 58550 ol Ll Jbd “NX _ebs ;85500 prog_vuln2 asli 5 ;5 @
Sy el S Jes osle Buffer Overflow (gakem G dilon A3150 5 K 1) LB, wly
A3l (6,505 Gl s 4 b 4l ol @ aho

333 51 3L 5l cpl Ll Jle 50 V' Canary s )8 550 NX 05D prog_vuln3 sasl 5> @

R AL e g0 53 B3 s e ol (B 5 i S3L p8n Ol ) 5 4ty 55 (Bl e

a s 4l | sl sl 5 o o8 ) e 585 Sl Jole eblol o3 5 s 5 0 o 53 IS

oz 5 58550 (pl 023 550 Sl 2l 3525 Jd Slaaals 5 Lilad asly (pl & dha DSl e (o

S0 955 3 LSJ:’J:’WTQ:" L 2l gl .5 S eslinwl Format String LSJ:’J‘.,.‘,':"“'T).\ Ol o aslip cpl
oled andlas |y ds ol A3l 5 oo OF 31 03 lisiusls gan

Ydefense mechanisms
‘*Non-eXecutable

-3 g o <8 3.3 Stack Cookie of &


http://www.cs.dartmouth.edu/~sergey/cs258/tiny-guide-to-x86-assembly.pdf
https://www.exploit-db.com/docs/28476.pdf
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$ ./exploitl.sh /path/to/prog_vulnil
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--README . md
--hwl/

--exploits/

--exploitl

--exploit2

--exploit3

--report.pdf
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cd ~/ced442-961-student_id/hwi

git status

git add - -all

git commit -m "Finished my first assignment"

git push origin master
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